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Today

OS-Sentinel : Towards Safety-Enhanced Mobile GUI Agents via Hybrid Validation in 
Realistic Workflows

ScienceBoard: Evaluating Multimodal Autonomous Agents in Realistic Scientific 
Workflows

From Digital Agents to AI Co-Scientists

Infra, Benchmark and Method for advancing GUI agents’ safety

OpenMobile: Building Open Mobile Agents with Task and Trajectory Synthesis

Towards open-sourced, competitive mobile agent
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Automating daily computer tasks

OpenAI Operator

Computer-Using Agents

[1] Introducing Operator: A research preview of an agent that can use its own browser to perform tasks for you., Jan 23, 2025

[2] OSWorld: Benchmarking Multimodal Agents for Open-Ended Tasks in Real Computer Environments

Daily Computer Use
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Is it possible for CUAs to automate scientific workflows, be your co-scientist?

Computer-using Agents

[3] ScienceBoard: Evaluating Multimodal Autonomous Agents in Realistic Scientific Workflows
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Backgrounds

AI4Research is a highly popular concept.

[4] AI4Research: A Survey of Artificial Intelligence for Scientific Research
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Backgrounds: Pastoral Age 

ScienceQA (NIPS 2022)

• Multimodal Reasoning (Chain-of-Thought)

• Natural science, language science, and social science

• 12k Grade school-level MCQ

[5] Learn to Explain: Multimodal Reasoning via Thought Chains for Science Question Answering, Lu, et al, NIPS 2022
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SciCode (NIPS 2024)

• 16 subfields (e.g., math, physics, chem).

• 80 main problems, decomposed into 338 subproblems

involving recall, reasoning, and code synthesis.

• Each question verified by 2 senior researchers to

ensure scientific accuracy and relevance.

[6] SciCode: A Research Coding Benchmark Curated by Scientists, NIPS 2024

Backgrounds: Contemporary Era 
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Backgrounds: Contemporary Era 
A lot of “AI Research” systems have been built…

[7] The Dream of Automating Research, Stanford NLP
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Thinking

Currently, AI acted as an “Analyzer,” helping with idea thinking, data analysis, 
writing, and visualization. 

Can AI evolve into an “Executor” that helps (1) formulate a plan, (2) directly operates 
scientific software via GUI or CLI, and (3) even generates some reports?

From Digital Agents to AI Co-Scientists

The answer is YES—with the emergence of computer-using agents.

Let’s move beyond QA and Coding to actively performing some research tasks!
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ScienceBoard: Evaluating Multimodal Autonomous 
Agents in Realistic Scientific Workflows

Qiushi Sun, Zhoumianze Liu, Chang Ma, Zichen Ding, Fangzhi Xu, Zhangyue Yin, Haiteng Zhao, 
Zhenyu Wu, Kanzhi Cheng, Zhaoyang Liu, Jianing Wang, Qintong Li, Xiangru Tang, Tianbao Xie, 

Xiachong Feng, Xiang Li, Ben Kao, Wenhai Wang, Biqing Qi, Lingpeng Kong, Zhiyong Wu
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So to achieve our goal, we need an environment that allows agents to actively interact.

1. Supports native multimodal interaction
2. Fully compatible with coding and conversational research assistance
3. Enables rigorous validation

A playground—a virtual machine pre-installed with well-adapted scientific software.

ScienceBoard Infra
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ScienceBoard Infra
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The Dilemma of Evaluation

It is impossible to “match”

Evaluation is harder than we expect, let’s take visualization as an example



Page 15

How to Evaluate?
We rely on internal states.

By modifying the software, we access intermediate runtime states and 
enable precise state-based evaluation, e.g., UCSF ChimeraX
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How to Evaluate?
We rely on internal states.

By modifying the software, we access intermediate runtime states and 
enable precise state-based evaluation, e.g., UCSF ChimeraX

_state_containers.tools._tool_instances.#
0.tool_window._ToolWindow__toolkit.main_w
indow.tool_instance_to_windows.<chimerax.
log.tool.Log object at 
0x0000020AA8023B50>.#0.tool_instance.page
_source
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ScienceBoard Infra
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How to Evaluate?
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Now agents can freely explore the environment and execute any actions they 
choose.

But how well do these agents actually perform to automate science tasks?

What kind of benchmark is needed to truly evaluate their capabilities?

Next
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We aim to build a benchmark with:

1. Real-world tasks that human actually perform

2. Coverage across multiple disciplines

3. Graded difficulty levels

4. Support for cross-application workflows

5. Cross “modality” GUI + CLI

And more

ScienceBoard Benchmark
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Our criteria for selecting software:
1. Stable operation on Ubuntu
2. Open-source, allowing for adaptation
3. Accessible a11ytree, enabling text-based agents to participate (e.g., o1-mini)
4. License

ScienceBoard Benchmark
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ScienceBoard Benchmark

How the benchmark is built

Benchmark Construction Challenges

- Unlike general computer-using agents, constructing specialized 
science tasks presents significant challenges.

- Professional domain requirements increase the complexity of task 
synthesis compared to daily scenarios.
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ScienceBoard Benchmark

ChimeraX tutorialsCelestia tutorials
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ScienceBoard Benchmark

Annotation pipeline

How the benchmark is built
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ScienceBoard Benchmark

Develop a large set of evaluation scripts 

Manually validate their correctness.
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ScienceBoard Benchmark

Evaluate autonomous computer-
using agents in realistic scientific 
workflows.

Tasks require complex tool usage, 
scientific reasoning, and multi-step 
GUI/CLI operations
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1. 169 high-quality tasks across 6 domains:
Biochemistry, Algebra, Theorem Proving, GIS, 
Astronomy, Documentation.

2. Tasks require GUI operation, visual/textual 
reasoning, tool use, coding, spatial understanding.

3. Rich mix: CLI-only, GUI-only, hybrid workflows.

ScienceBoard Benchmark
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Use Cases

Instruction: Predict the protein structure for the amino acid sequence of 'MGND…' via AlphaFold in ChimeraX.

Step1: Toggle the widget of AlphaFold. Step2: Input the given sequence and call 
out AlphaFold for structure prediction.

Step3: Wait until the prediction finished. 
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Use Cases
Display constellations with their boundries in Celestia.

I see the current state of Celestia, where the Earth is being displayed in 
the main view. The task is to display constellations with their 
boundaries in Celestia.

Looking at the accessibility tree, I can see there are several checkboxes 
including "C" which likely stands for Constellations and "B" which 
likely stands for Boundaries. These checkboxes are located in the main 
toolbar and need to be checked to display the constellations and their 
boundaries.

Currently, neither the constellations nor their boundaries are visible in 
the screenshot. I need to click on both the "C" checkbox and "B" 
checkbox to enable these features.

```python
import pyautogui
import time

# Click on the "C" checkbox to enable constellations
pyautogui.click(570, 93)
time.sleep(0.5)

# Click on the "B" checkbox to enable constellation boundaries
pyautogui.click(594, 93)
time.sleep(0.5)

# Zoom out a bit to get a better view of the constellations
pyautogui.press('minus')
time.sleep(0.5)
pyautogui.press('minus')
```
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Use Cases
Looking at the screenshot, I can see that my previous action to click on "C" 
(Constellation) and "B" (Boundary) checkboxes worked correctly. I can see 
constellation lines displayed around the Earth (the blue lines showing the 
constellation patterns), and I can also see the boundary lines (the red/pink 
lines showing constellation boundaries). 

To get a better view of the constellations and their boundaries, I should 
zoom out more and move away from Earth to see the full night sky. This 
will give a clearer view of all the constellations. 

```python import pyautogui import time 
# Zoom out more to get a better view of the sky 
pyautogui.press('minus’) 
time.sleep(0.5) 
pyautogui.press('minus’) 
time.sleep(0.5) 
pyautogui.press('minus’) 
time.sleep(0.5) 

# Use the right arrow key to rotate away from Earth 
pyautogui.keyDown('right’) 
time.sleep(2) 
pyautogui.keyUp('right’) 

# Move slightly upward to get a better view of the sky 
pyautogui.keyDown('up’) 
time.sleep(1) 
pyautogui.keyUp('up') ```
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Evaluation: Models

Proprietary Models

Opensource LLM / VLMs

GUI Action Models
OS-Atlas

[16] Navigating the Digital World as Humans Do: Universal Visual Grounding for GUI Agents

[17] UI-TARS: Pioneering Automated GUI Interaction with Native Agents

[18] GUI-Actor: Coordinate-Free Visual Grounding for GUI Agents



Page 33

Evaluation: Observations

Screenshot: Vision-only

A11ytree: Text-only

Screenshot + A11ytree: Hybird

Set-of-Mark 
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Evaluation: General Setting

Overall success rate remains low (avg. ~15%)

Performance varies among domains

Best results achieved with combined 
Screenshot + a11ytree setting
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Evaluation: General Setting

Significant performance gaps across domains!

Agents perform much better in biochemistry 
and algebra compared to other fields.

Why?  “Tutorial learning”

         We see this as a key opportunity for the 
future development of science agents!
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Evaluation: General Setting

ATP tasks remain particularly challenging. 
Why?

Because agents struggle to balance normal 
operations, coding skills, and highly logical 
reasoning.
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Evaluation: General Setting

ATP tasks remain particularly challenging. 
Why?

Hard to perform human-like operations

e.g., Autocomplete 
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Evaluation: General Setting

“Cognitive burden”



Page 39

Evaluation: Modular Setting

GPT-4o as the planner + GUI model

Clear performance improvement (up to ~20% SR)

Separating planning and action offers a promising 
direction!



Page 40

Leaderboard

https://qiushisun.github.io/ScienceBoard-Home/

https://qiushisun.github.io/ScienceBoard-Home/
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Leaderboard

https://qiushisun.github.io/ScienceBoard-Home/

https://qiushisun.github.io/ScienceBoard-Home/
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https://qiushisun.github.io/ScienceBoard-Home/
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Towards High Value Area

For science agents, we need to strike a balance!
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Safety Concerns

Agent safety research is behind agent deployment!
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OS-Sentinel: Towards Safety-Enhanced Mobile GUI 
Agents via Hybrid Validation in Realistic Workflows

Qiushi Sun*, Mukai Li*, Zhoumianze Liu*, Zhihui Xie*, Fangzhi Xu, Zhangyue Yin, Kanzhi 
Cheng, Zehao Li , Zichen Ding, Qi Liu, Zhiyong Wu , Zhuosheng Zhang, Ben Kao, Lingpeng Kong

Best Paper Award, AIWILD @ ICLR2026
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Safety Issues

Mobile GUI Agents

Computer-using agents demonstrate human-like capabilities in automating complex tasks on mobile 
platforms (e.g., booking, messaging, scheduling).

Significant Safety Concerns!

This autonomy also introduces severe, underexplored risks:

1. Privacy Violations: Leaking sensitive personal data.

2. Offensive Content: Sending inappropriate messages or memes.

3. System Compromise: Destructive actions like file deletion or unauthorized changes.

4. …
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Safety Issues

Key Challenge: The Detection Gap

Even benign user instructions can trigger unsafe agent trajectories.

Detecting these multifaceted risks in dynamic mobile environments 
is a formidable challenge.

We lack:

1. Realistic, comprehensive environment + benchmark, with 
Compatibility

2. Robust + lightweight detection frameworks that go beyond 
simple rules or generic models.
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Infra for Safety Research

MobileRisk-Live

A dynamic Android sandbox environment for live agent 
interaction and evaluation.

Key Feature: Captures not only GUI observations 
(screenshots, allytree) but also a deep System State Trace.

MobileRisk-Live

Instructions

Safety
Detector

Agent

state
trace

Action Traj.

……

Android
EmulatorNewApps
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Infra for Safety Research

System State Trace

Includes:
1. Aggregated file-system information: file sizes, owner 

UIDs/GIDs, modification timestamps
2. SHA-256 over sensitive system directories
3. Network activity, permission changes, and installed packages.

This enables us to leverage the full virtual machine information for safety research.
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Infra for Safety Research

Why Both Live Sandbox and Frozen Benchmark?

Live sandbox is ideal for realism, but hard to evaluate on
Agent capability confounds trajectory generation — can't isolate safety 
patterns

Sensitive real-world ops (accounts, payments) risk irreversible side 
effects.

Stochastic apps (e.g., TikTok , YouTube feeds) break 
reproducibility

Anti-virtualization in production apps (e.g., Meituan , Ele.me
many Chinese super-apps) refuse to run or degrade functionality inside 
emulators

Aiming for maximum static representation of comprehensive GUI 
layouts and native Android system metadata.

MobileRisk-Live

Instructions

Safety
Detector

Agent

state
trace

Action Traj.

……

Android
EmulatorNewApps
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Infra + Benchmark for Safety Research
MobileRisk

A static benchmark of “frozen” agent trajectories derived from MobileRisk-Live.

Provides fine-grained, multi-level annotations:
1. Trajectory-level (Safe/Unsafe)
2. Step-level (Localization of first unsafe step)
3. Risk Category (10 types, e.g., Privacy, Destructive)

Enables reproducible and isolated study of safety issues.

MobileRisk-Live

Instructions

Safety
Detector

Agent

MobileRisk

state
trace

Action Traj.

Live
Trajectories

Instructions

Screenshot & A11yTree

Action……

Android
EmulatorNewApps

Safety Annotations

System State Trace
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Benchmark Annotation

We deliberately combined emulator and real-device
collection to achieve coverage that pure-emulator 
benchmarks cannot

Event-Driven Trajectory Data Collection

- Raw touch events are captured via adb getevent on Android 
devices.

- Operations (Tap, Swipe, or Long-press) are identified based on 
displacement and duration thresholds.
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Android Safety Detection

In previous safety detection works (e.g., VLM as a Judge): We 
mainly focused on multimodal information.

From the VM side:
We haven’t fully utilized the information beneath Android apps
there’s a wealth of runtime data and APIs that can greatly support 
safety research.

From the agent side:
We often ignore the GUI agent’s actions.
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OS-Sentinel

Core Idea: A Hybrid Validation Approach

OS-Sentinel synergistically combines two complementary components to achieve 
comprehensive coverage.

Hybrid Architecture:

Formal Verifier (Rule-Based), analyzes deterministic, system-level changes.

Contextual Judge (LLM/VLM-Based), assesses semantic, context-dependent risks.

Final Verdict
Verdict_Unsafe = Formal_Verifier ∨ Contextual_Judge
(A trajectory is flagged as unsafe if either component detects a risk)
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OS-Sentinel: Formal Verifier

Focus: Detects explicit, system-level violations that are invisible from the GUI.
Input: System State Trace

Detection Mechanisms:

1. System State Integrity Monitoring
1. Computes hashes of file system metadata at each step.
2. A mismatch signals an unauthorized modification, privilege escalation, or 

destructive file operation.

2. Sensitive Keyword & Pattern Matching
1. Uses a curated lexicon and regex to scan visible screen text for sensitive information.
2. Detects leakage of: Passwords, Credit Card Numbers, PII, etc.

Strength: Provides a rigorous, auditable, and deterministic safety bottomline.
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OS-Sentinel: Contextual Judge

Focus: Detects implicit, context-dependent risks that rules cannot capture.
Input: GUI Observations (Screenshots / a11ytree) & Agent Actions

Detection Mechanism:

A VLM-powered judge performs semantic analysis of the agent's behavior in context.

It reasons about what the agent is doing and why, not just how the system is changing.

Risks Captured:

1. Privacy Violations: e.g., Agent sharing sensitive bank info in a chat.
2. Harmful/Offensive Content: e.g., Agent sending an inappropriate meme (as in Fig. 1).
3. Inappropriate UI Manipulation.
4. …

Actions that are contextually unsafe but do not violate system files.

Strength: Captures the semantics of agent behavior.
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OS-Sentinel

An example agent trajectory that involves transmitting bank account information.

Action:
Swipe Up
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OS-Sentinel

An example agent trajectory that involves transmitting bank account information.

Action:
Swipe Up
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OS-Sentinel

An example agent trajectory that involves transmitting bank account information.
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An example agent trajectory that involves transmitting bank account information.
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OS-Sentinel
Baselines.

1. Rule-based Verifier (adapted from MobiltSafetyBench)
2. VLM/LLM-as-a-Judge

MobileSafetyBench: Evaluating Safety of Autonomous Agents in Mobile Device Control

Observations.

1. Consecutive Partition τ into non-overlapping windows of W steps; 
flag τ unsafe if any window fires.

2. Sampled Uniformly sample N representative transitions — adapts 
to backbone context length.

Modes. Step-level & Trajectory-level



Page 62

OS-Sentinel

Good results :)

Surpass predominant baselines across 
model backbones

Avg time cost: ~66ms
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OS-Sentinel

Online v.s. Offline: Similar trend

Closeness of trajectory-level detection results 
between MobileRisk-Live and MobileRisk.
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Baselines are lopsided; OS-Sentinel is balanced 
across all 10 risk categories

OS-Sentinel
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SeeClick: Harnessing GUI Grounding for Advanced Visual GUI Agents, ACL 2024

Seminal works on Computer-Using Agents
Foundation Models

Data

Frameworks

Frontier Application

OS-ATLAS: A Foundation Action Model for Generalist GUI Agents , ICLR 2025 Spotlight

OS-Genesis: Automating GUI Agent Trajectory Construction via Reverse Task Synthesis , ACL 2025

Breaking the Data Barrier -- Building GUI Agents Through Task Generalization, COLM 2025

AgentStore: Scalable Integration of Heterogeneous Agents As Specialized Generalist Computer Assistant , ACL 2025

OS-MAP: How Far Can Computer Use Agents Go in Breadth and Depth?

ScienceBoard: Evaluating Multimodal Autonomous Agents in Realistic Scientific Workflows

Evaluation

Safety
OS-Sentinel : Towards Safety-Enhanced Mobile GUI Agents via Hybrid Validation in Realistic Workflows , ACL 2026

OS-Symphony: A Holistic Framework for Robust and Generalist Computer-Using Agent, ACL 2026
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Thanks for listening!

Next: OpenMobile

Contact: qiushisun@connect.hku.hk
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OpenMobile: Building Open Mobile Agents 
with Task and Trajectory Synthesis

Kanzhi Cheng, Zehao Li, Zheng Ma, Nuo Chen, Jialin Cao, Qiushi Sun, Zichen Ding, 
Fangzhi Xu, Hang Yan, Jiajun Chen, Luu Anh Tuan, Jianbing Zhang, Lewei Lu, Dahua Lin
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Recent industry leading models achieved a marked performance leap, e.g.,  70% success 
rate on AndroidWorld.

Background

…but the crucial trajectory data is unavailable to the community.

Step-GUI Technical Report 2025.12
MAI-UI Technical Report: Real-World Centric Foundation GUI Agents 2025.12
UI-Venus-1.5 Technical Report 2026.2
Mobile-Agent-v3.5: Multi-platform Fundamental GUI Agents 2026.2
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Public datasets paved the way...but model performance has plateaued.

Background

On the Effects of Data Scale on UI Control Agents 2024.06
AMEX: Android Multi-annotation Expo Dataset for Mobile GUI Agents 2024.07
ScaleCUA: Scaling Open-Source Computer Use Agents with Cross-Platform Data 2025.9
UI-S1: Advancing GUI Automation via Semi-online Reinforcement Learning 2025.9

Models trained on these achieve only ~30% on AndroidWorld.
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Trajectory Synthesis methods exist, but performance lag behind.

Background

OS-Genesis: Automating GUI Agent Trajectory Construction via Reverse Task Synthesis 2024.12
Scaling Synthetic Task Generation for Agents via Exploration 2025.09
Learning with Challenges: Adaptive Difficulty-Aware Data Generation for Mobile GUI Agent Training 2026.01
HATS: Hardness-Aware Trajectory Synthesis for GUI Agents 2026.03

∗direct comparison is imperfect, as these methods 
differ in base models and experimental settings
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The Open-Source Dilemma: 
• The Performance Gap: Unable to train competitive models on dynamic mobile 

benchmarks.
• The Knowledge Gap: A “black box” of data recipes—unable to study what drives 

strong performance and generalization.
We are blocked from reproducing or building upon recent advances. 

To bridge this gap, we present OpenMobile, an open data synthesis framework and 
dataset for mobile agent training.

Background
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OpenMobile

• Open-Source Framework: We introduce OpenMobile, a task and trajectory synthesis 
framework achieving competitive on challenging dynamic benchmarks.

• Transparent Analysis: Including overlap checks between synthetic instructions and 
benchmark, to verify that performance gains stem from functionality coverage rather 
than data contamination.
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OpenMobile Framework: task synthesis and 
trajectory rollout
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OpenMobile: Scalable Task Synthesis

How do humans explore?
Exploratory Interaction ➔ Construct Environment Memory ➔Associate & Synthesize
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OpenMobile: Policy-Switching Rollout

• Expert distillation enables learners to imitate ideal behavior, 
but fails to address recovery from errors.

• Self-evolution suffers from slow convergence and is bounded 
by the learner’s current performance caps.

• We introduce policy-switching rollout that alternates 
between the learner and expert. 
- How to switch?
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OpenMobile Dataset
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Experiment: Main Result

OS-Themis: A Scalable Critic Framework for Generalist GUI Rewards 2026.03



Page 79

Experiment: Ablation
OpenMobile framework produces diverse and high-quality instructions.

Policy-switching rollout enriches error-recovery signals and boosts test-time performance.
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Analysis
OpenMobile data is grounded in the benchmark environment, but does not overfit benchmark:
• Only 3.5% exceeding a similarity of 0.7
• Removing most similar instructions causes marginal performance drop
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Analysis
Broad functionality coverage drives agent performance:
• OpenMobile framework synthesize instructions with more key functionalities
• Tasks with lower complexity and higher functionality achieve higher success rates


